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1 Executive Summary

Dear Circle Team,

Thank you for trusting us to help Circle with this security audit. Our executive summary provides an
overview of subjects covered in our audit of the latest reviewed contracts of Circle Gateway according to
Scope to support you in forming an opinion on their security risks.

Circle implements a set of smart contracts for Circle Gateway, a crosschain primitive that enables the
bridging and aggregation of users' liquidity on any target chain with low latency. In the latest version of
the codebase, a new module has been added that allows a Trusted Execution Environment (TEE) to
vouch off-chain for contract-based signers of burn intents.

The most critical subjects covered in our audit are functional correctness, signature handling, and access
control. Security regarding all the aforementioned subjects is high. All findings introduced in the contract
signatures phase have been acknowledged by Circle.

The general subjects covered are front-running, gas efficiency, and code complexity. Some user
operations may revert due to front-running, see Deposit with Permit / Authorization Is Susceptible to
Griefing Attacks. The initialization and inheritance pattern in Gat ewayWal | et deviates from the
OpenZeppelin convention, see Scattered initializers and module-level inheritance of common contracts.
All findings were acknowledged by the Circle.

In summary, we find that the codebase provides a good level of security. All findings introduced in the
contract signatures phase are of informational severity.

It is important to note that security audits are time-boxed and cannot uncover all vulnerabilities. They
complement but don't replace other vital measures to secure a project.

The following sections will give an overview of the system, our methodology, the issues uncovered, and
how they have been addressed. We are happy to receive questions and feedback to improve our service.

Sincerely yours,

ChainSecurity
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1.1 Overview of the Findings

Below we provide a brief numerical overview of the findings and how they have been addressed.

EIED-severity Findings

(C)-Severity Findings

¥ Code Corrected

(¥ Specification Changed

(Medium)-Severity Findings

(Low)-Severity Findings

Code Corrected

L]
Y Specification Changed
¥ Risk Accepted

|
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2 Assessment Overview

In this section, we briefly describe the overall structure and scope of the engagement, including the code
commit which is referenced throughout this report.

2.1 Scope

The assessment was performed on the source code files inside the Circle Gateway repository based on
the documentation files. Additionally, the relevant functions used from the TypedMenVi ew library
contract were assessed.

The table below indicates the code versions relevant to this report and when they were received.

evm-spend-contracts-private

V | Date Commit Hash Note

1 | 29 Apr 2025 f24a7d19bf6f9458443991961al174de87edeee9l Initial Version

2 | 05 Jun 2025 ca774f13f51d924c58d48d40ba6a5735370af26b Version 2

3 | 24 Jun 2025 5b5446f5c622901acaea6a875b022425eech0c13 Version 3

4 | 05 Jan 2026 694134cd58e8423f25662f35c37b5cladc4c6efs Batches Support

5 | 22 Jan 2026 ee628dc35ee67bc8ad30ba0606cc70888688a3f1 Public version
evm-gateway-contracts-private

V | Date Commit Hash Note

1 | 21 May 2026 98963f4248a671f207fd60605aa58caf52e9a28a Version 6

2 | 11 Jun 2026 46dad15c53c223ef249d15b8d8fb03dfe28dad76 Version 7

evm-gateway-contracts

V | Date Commit Hash Note
1 | 07 Sep fd51093c7alba8e50ea2c6029ebflbdc2bb2b8e8 | Version 8 (Public release)
2026

For the solidity smart contracts, the compiler version 0. 8. 29 was chosen and evm ver si on is set to
cancun. The following files were in the scope of this review:

l'i b/
Addr essLi b. sol
AttestationLib.sol (named M ntAuthorizationLib.sol in Version 1)
Attestations.sol (named M ntAuthorizations.sol in Version 1)
Bat chedDel ta. sol (introduced in Version 4)
Bur nl ntent Li b. sol (named BurnAut hori zati onLi b. sol in Version 1)
Burnl ntents. sol (named BurnAuthorizations.sol in Version 1)
Cursor.sol (nanmed AuthorizationCursor.sol in Version 1)
El P712Domai n. sol (i ntroduced in Version 2)
Tr ansf er Spec. sol
Tr ansf er SpeclLi b. sol
nmodul es/
conmmon/
Denyl i st. sol

(S: Circle - Circle Gateway - ChainSecurity - © Decentralized Security AG 5


https://github.com/circlefin/evm-gateway-contracts/tree/fd51093c7a1ba8e50ea2c6029ebf1bdc2bb2b8e8
https://chainsecurity.com

Domai n. sol

Pausi ng. sol
TokenSupport . sol

Tr ansf er SpecHashes. sol

m nter/
M nts. sol
wal | et/

Bal ances. sol
Bat ches. sol (introduced in Version 4)
Bur ns. sol
Contract Si gnersAl lowl i st.sol (introduced in Version 4, nodified in Version 7)
Del egati on. sol
Deposi ts. sol
W t hdr awal Del ay. sol
Wt hdr awal s. sol
Gat eway Comon. sol
Gat ewayM nt er . sol
Gat ewayWal | et . sol
Upgr adeabl ePl acehol der. sol

2.1.1 Excluded from scope

All third-party code like libraries are excluded from the scope, except for the relevant functionalities from
the TypedMenVi ew library that are used in the codebase. The system relies heavily on off-chain
operators which are assumed to work correctly but they are not in scope of this review.

As a crosschain primitive, the same code will be deployed on different blockchains. These chains differ in
their behavior and their behavior might change in the future. The assessment was done on Ethereum's
behavior and EVM specifications. Before deploying on another chain, the compatibility needs to be
assessed and tested thoroughly. The same applies for supported tokens to be instant-transferred as
some might be incompatible with the current setup (e.g., re-basing tokens, tokens with fees on transfers,
etc.).

2.2 System Overview

This system overview describes the initially received version ((Version 1)) of the contracts as defined in the
Assessment Overview.

Furthermore, in the findings section, we have added a version icon to each of the findings to increase the
readability of the report.

Circle implements a set of smart contracts for the Gateway system, a crosschain primitive that enables
the transfer and aggregation of users' liquidity on any target chain with low latency. Users can withdraw
their funds without the Gateway system's cooperation, although this is subject to a time delay.

In general the system works as follows:

1. The user deposits funds to a GatewayWallet contract on any supported chain and wait for block
finality.

2. The Gateway system issues an Attestation (named Mint Authorization in (Version 1)) to the user after
they provide a signed Burnintent (named Burn Authorization in (Version 1)),

3. The user consumes the signed Attestation on the destination chain's GatewayMinter to mint tokens.

4. The Gateway system consumes the signed Burnintent on the source chain to burn tokens from the
GatewayWallet. A fee might be charged for the service.

(S: Circle - Circle Gateway - ChainSecurity - © Decentralized Security AG 6
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2.2.1 Deposits

GatewayWallet works as an escrow that accepts user deposits with following interfaces:
e deposit (): A simple deposit that requires prior allowance granted.

edepositWthPerm t(): The token is assumed to be ERC-7597 compliant, which accepts a
permit signature to increase the allowance. Note, custom signature verification is supported if the
signer is a contract.

edeposi t Wt hAut hori zati on(): The token is assumed to be ERC-7598 compliant, which
supports transfer with signed authorizations. Note, custom signature verification is supported if the
signer is a contract.

Only whitelisted tokens can be deposited and all the parties (msg. sender and depositor) involved are
required to be not denylisted. Deposits are blocked if the contract is paused.

2.2.2 Minting And Burning

After the transaction of the token deposits has been finalized on the source domains, users can
instant-transfer the tokens to another supported domain with the assistance of the Gateway system:

» The user must sign a Burnintent that allows the Gateway system to burn the deposited funds on the
source domain (a fee might be charged for the service).

« Upon receiving the signed Burnintent, the Gateway system will issue an Attestation with its
attestationSi gners, which allows the user to mint tokens on the destination domain's
GatewayMinter contract.

« If an Attestation is consumed by the user on the destination domain, the Gateway system's
burnSi gners will sign the respective Burnintent. By submitting both the user's and the
bur nSi gner's signatures to the GatewayWallet contract, the Gateway system can burn the user's
funds on the source domain.

« Minting on the same domain is supported. Since (Version 2), same-chain transfers are implemented
similar to cross-chain transfers: tokens are first minted and burned at a later point in time. Therefore,
the total supply of the token is inflated after the minting happens. In (Version 1), same-chain transfer
would move tokens from the GatewayWallet to the recipient instead.

Both the Burnintent and the Attestation contain the same TransferSpec that embeds the detailed transfer
information. The Burnintent must have a significantly longer expiration time (e.g., 3 days) than the
Attestation (e.g., few minutes).

In more details:
The function Gat ewayM nt er . gat ewayM nt () :

1. Accepts one or a set of Attestation with a valid signature from the Gateway system's
attestationSi gners.

2. It performs sanity checks of each Attestation, most importantly, checks expiration; the Attestation is
targeted for the GatewayMinter contract on the local domain; and the nsg. sender is not
denylisted.

3. An extra check on the sour ceToken and dest i nat i onToken is performed if the transfer is in the
same domain.

4. Eventually it will mint tokens to the recipient.

The function Gat ewayWal | et . gat ewayBurn():

1. Accepts one or a set of Burnintent from different users with the respective user signatures and
actual fees charged.
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2. The submitted data (i ntents, signatures, fees) must be validated and signed by the
Gateway system's bur nSi gner .

3. The (set of) Burnintent(s) of each user will be checked and processed:
1. If the Burnintent is not targeted at this domain (or a same domain transfer in (Version 1)), it
will be skipped.

2. The Burnintent is not expired; the source domain and contract match; the token is
supported; and the actual fee is below nmaxFee provided by the user.

3. The signature is valid and the recovered signer matches with the sour ceSi gner .

4. The signer was ever authorized for the source depositor.

4. It is required that all the relevant Burnintents in a set use the same burn token address.

5. Eventually the token is burnt by reducing the available (and withdrawing) balance of the depositor.
The fee is minted to the f eeReci pi ent .

Each Attestation and Burnintent can only be processed once since the Tr ansf er SpecHash prevents
replaying the same Attestation or Burnintent. The view function i sTr ansf er SpecHashUsed() returns
the status of a Tr ansf er Spec. GatewayMinter should have the required role to call mi nt () on all the
supported tokens (or MintAuthority), while GatewayWallet should have the required role on tokens to call
burn().

2.2.3 Withdrawals

A two-step withdrawal approach is implemented to withdraw funds from the Gateway Wallet. This is
mostly intended as a fallback for users to retrieve their funds if the Gateway system's services issuing
Attestations are not usable, to ensure the non-custodial property of the system.

l.initiateWthdrawal (): User has to initiate a withdrawal first, which will update the internal
accounting of the available balance and the withdrawing balance. The wi t hdr awal Bl ock will be
settow t hdr awal Del ay from the current block number.

2.wi thdraw(): Once wi t hdr awal Del ay has elapsed, the user can finalize the withdrawal and all
the withdrawing balance will be transferred to the recipient.

Note, initiating a new withdrawal will always extend the wi t hdr awal Del ay of the existing pending
withdrawals.

2.2.4 Delegates

Delegates are roles who can operate on behalf of the users (depositors). Users can configure delegates
with:

* addDel egat e() : Add a new delegate to operate on behalf of the user for a specific token.

*renoveDel egat e() : Revoke an existing delegate.

The main responsibility of delegates are:
« Initiate or finalize withdrawals on behalf of users (this functionality was removed in (Version 3)).

« Sign Burnintent on behalf of users. Note, even if a delegate is revoked, its future signatures for a
Burnintent are still considered valid by the smart contracts.

The Gateway Wallet and Minter are expected to be deployed behind a proxy and the implementation
uses the UUPSUpgradeable pattern where the upgrade is restricted to the owner. They further inherit
Pausing and Denylist:

 Deposit, withdraw, mint and burn can all be paused.

* A denylisted address can withdraw, however, cannot further deposit, burn or mint.
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2.3 Changes in Version 2

The codebase was refactored in (Version 2), and the following changes were implemented:

* A new function deposit For was added in contract Deposits. The caller provides the tokens
required for the deposit, but they are accounted for on the balance of the deposi t or specified by
the caller.

» The hashing and signing of burn intents is made compliant with EIP-712.
* The fee behavior is now consistent for both same-chain and cross-chain transfers.

e The supported tokens added in the GatewayWallet should implement the interface
| Bl ackl i st abl eToken.

* A mapping is now used to whitelist accounts with roles at t est ati onSi gner s and bur nSi gner s.
This approach facilitates the rotation of accounts that have any of the signing roles.

2.4 Changes in Version 3

 Only depositors can initiate and withdraw funds from the GatewayWallet.

2.5 Changes in Version 4
Two new modules were added in (Version 4).

Added the Bat ches module to support off-chain batching of balance changes for gas efficiency:

e Batch signers submit an ABIl-encoded payload (BatchedDelta[], batchld, donain,
t okenAddr ess, gat ewayWal | et Addr ess) to
subni t Bat ch(bytes call dataBytes, bytes signature), which verifies the signer,
domain, and target wallet, and enforces a unique bat chl d which can only be processed once. It
then processes the deltas (a depositor address and a signed balance change value, defined in
Bat chedDel t a) and applies all of them, ensuring the sum of all deltas is zero.

e For negative deltas, the wallet reduces balances as much as possible and emits
I nsuf fici ent Bal ance if the full debit cannot be applied, while continuing with the rest of the
batch, which means the batch-level net-zero invariant is a sanity check on input rather than a
guarantee of preserved total balances in insufficient-funds scenarios.

* Authorized batch signers (bat chSi gner s) can be added or removed with addBat chSi gner ()
and r enmoveBat chSi gner (), both restricted to the owner .

« This batching flow does not perform per-user signature checks on-chain. The contract relies on the
off-chain batch signer service to validate user authorizations and other checks before signing.

Added the Contract Si gner sAl | ow i st module, which holds a list of contract addresses that are
allowed to use EIP-1271 signatures for burn intents:

« Introduces the cont ract Si gner sAl | owl i st er role to allowlist or revoke contract addresses that
are allowed to use EIP-1271 signatures for burn intents.

» The burn flow now detects when a burn intent's sour ceSi gner is (or was ever) allowlisted and, in
that case, validates the signature via EIP-1271. Otherwise, it falls back to ECDSA recovery for EOAs
and non-allowlisted contracts.

» The allowlist tracks contracts that were ever allowlisted such that previously-valid contract-based
signatures remain acceptable and burns can still be processed even after a contract is removed
from the allowlist.
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2.6 Changes in Version 6

Added the Cont r act Si gnat ur eSi gner s module and the cont r act Si gnat ur eSi gner s role (TEE
signers). Bur ns. _val i dat eSi gnat ur eAndGet Si gner () was reworked accordingly:

» Signature validation now follows three paths, evaluated in order:

1. ECDSA recovery succeeds and the recovered signer equals sour ceSi gner (EOA path).

2. ECDSA recovery succeeds and the recovered signer is registered in
Contract Si gnat ureSi gners (TEE vouch path). sourceSi gner is returned,
irrespective of its type or allowlist status.

3. sourceSi gner was ever present in Contract Si gner sAl | owl i st. The signature is
validated through Si gnat ureChecker.isVali dERC1271Si gnat ur eNow (EIP-1271
fallback).

* TEE signers are added or removed by the owner via addContract Si gnat ureSi gner () and
renoveContract Si gnat ur eSi gner ().

Split the cont ract Si gner sAl | owl i st er rolein Cont ract Si gner sAl | ow i st:
econtract Si gnersAl | ow i st er only adds entries via al | ow i st Contract Si gner ().
econtract Si gnersbDi sal | ow i st er only revokes entries via di sal | owCont r act Si gner ().

* Both addresses are set by the owner through updat eContract Si gnersAllow i ster() and
updat eCont ract Si gnersbDi sal low ister().

2.7 Changes in Version 7

In Contract Si gnersAll ow i st, di sal | owCont ract Si gner () now reverts with
Contract Si gner Never Al l oW i sted(contract Addr) if contract Addr has never been
allowlisted. Previously, calling di sal | onCont ract Si gner() on a fresh address would write a
Revoked entry, which caused _wasEver Al |l ow i st edContract Si gner() to return true for an
address that had never actually been allowlisted, and could route subsequent burns for that
sour ceSi gner through the EIP-1271 validation path.

2.8 Changes in Version 8

No changes were made to the in-scope contracts in (Version 8); it is identical to and corresponds
to the public release of the codebase (commit f d51093c7alba8e50ea2c6029ebf 1bdc2bb2b8e8).

2.9 Trust Model

Owner: owners of both GatewayMinter and GatewayWallet are fully trusted; they have privileges to:

1. Upgrade the implementation and add the supported tokens. These changes are not subject to
delays, hence the owner can break the non-custodian property of the system by upgrading to a
different implementation contract.

2. Setting denylister, pauser, mint authority, batch singers, contract allowlister, contract disallowlister,
contract signature signers (TEE signers).

3. Gateway Minter's owner can update attestati onSi gners, and Gateway Wallet's owner can
update the bur nSi gners, bat chSi gner s, contract Si gnersAllow i ster,
contract Si gnersDi sall ow i ster, contractSi gnatureSi gners, feeRecipient, and
wi t hdr awal Del ay.

If the owner is compromised, they can upgrade the contract to a malicious implementation to drain
deposited funds or mint new tokens.
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Pauser: trusted; it can pause the main functionalities of the contract. If this account is compromised, it
can cause denial-of-service (including withdrawals), but it cannot access users' funds.

Denylister: trusted; it can block users from using the crosschain primitive. If this account is
compromised, it can cause denial-of-service by denylisting core contracts, but it cannot access users'
funds.

Attestation signer: fully trusted; if any account with this role is compromised, the attacker can exploit the
minting role of this contract to mint supported tokens.

Burn signer: trusted; they should validate that the encoding of the calldata they sign is correct. Accounts
with this role cannot directly access users' funds but they can enable double spending by not signing
burn intents. Furthermore, Burn signers and Attestation signers should always be distinct accounts.

Contract  signers allowlister: fully  trusted; can add contract addresses to
Contract Si gnersAl | owl i st via al | o i st Cont ract Si gner () . Allowlisting a malicious contract
enables double spending, as the contract can reject its own valid signatures to block burns.

Contract signers disallowlister: trusted; can revoke entries from Cont r act Si gner sAl | ow i st via
di sal  owCont r act Si gner () . Cannot add entries. A compromised disallowlister can deny service to
currently allowlisted contracts but cannot invalidate already-signed burn intents, since revoked entries
remain ever al | ow i st ed for signature validation.

Contract signature signer (TEE signer): fully trusted. Produces ECDSA signatures over burn intents
on behalf of arbitrary sourceSi gner addresses. The TEE vouch path does not consult
Contract Si gnersAl l owl i st and does not constrain sourceSi gner to be a contract. The
downstream delegation check (_wasEver Aut hori zedFor Bal ance) is short-circuited when
sour ceSi gner == sour ceDepositor (a depositor is always authorized for its own balance), so a
compromised TEE signer can produce a valid burn intent with sour ceSi gner = sour ceDeposit or
for any depositor and drain that depositor's available and withdrawing balances.

TEE is trusted to receive a user-supplied burn intent together with a sour ceSi gner signature, simulate
i sVal i dSi gnature(di gest, signature) against the sourceSi gner address on multiple
independent RPC nodes, and emit an ECDSA signature only if a quorum (e.g. 2 of 3) validates the
signature. We assume:

» The TEE signing key is not extractable.
» The TEE correctly validates the sour ceSi gner signature.
» The TEE signs only burn intent digests, not arbitrary inputs.

* Quorum RPC nodes are fully trusted to be non-malicious.

Batch signer: fully trusted; it can submit batched balance deltas via subni t Bat ch() . The contract
does not verify user signatures for batches, and relies on the off-chain service controlling batch signers to
enforce user authorization and related checks. If a batch signer is compromised, it can change users'
balances arbitrarily in the GatewayWallet.

Allowlisted contracts: fully trusted; as these contracts are allowed to use EIP-1271 signatures for burn
intents, they can manipulate the signature validation logic and prevent their own burn intents from being
processed.

Delegatees: fully trusted by the delegator (user). Delegatees can reset the timer for withdrawing delay,
instant-transfer delegator's funds to arbitrary addresses or withdraw them from the wallet.

Users: not trusted.

Furthermore, any external token used by the system is considered fully trusted and should be carefully
assessed before being whitelisted as a supported token. We assume only ERC20-compliant tokens
without special behavior (e.g., inflationary/deflationary tokens, delayed finality, transfer hooks, fees on
transfer, etc.) and implementing | M nt BurnToken, | Bl ackli stabl eToken, | ERC7597 and
| ERC7598 interfaces are supported by the system. Finally, supported tokens should also implement the
function bur n which reverts on failure.
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3 Limitations and use of report

Security assessments cannot uncover all existing vulnerabilities; even an assessment in which no
vulnerabilities are found is not a guarantee of a secure system. However, code assessments enable the
discovery of vulnerabilities that were overlooked during development and areas where additional security
measures are necessary. In most cases, applications are either fully protected against a certain type of
attack, or they are completely unprotected against it. Some of the issues may affect the entire
application, while some lack protection only in certain areas. This is why we carry out a source code
assessment aimed at determining all locations that need to be fixed. Within the customer-determined
time frame, ChainSecurity has performed an assessment in order to discover as many vulnerabilities as
possible.

The focus of our assessment was limited to the code parts defined in the engagement letter. We
assessed whether the project follows the provided specifications. These assessments are based on the
provided threat model and trust assumptions. We draw attention to the fact that due to inherent
limitations in any software development process and software product, an inherent risk exists that even
major failures or malfunctions can remain undetected. Further uncertainties exist in any software product
or application used during the development, which itself cannot be free from any error or failures. These
preconditions can have an impact on the system's code and/or functions and/or operation. We did not
assess the underlying third-party infrastructure which adds further inherent risks as we rely on the correct
execution of the included third-party technology stack itself. Report readers should also take into account
that over the life cycle of any software, changes to the product itself or to the environment in which it is
operated can have an impact leading to operational behaviors other than those initially determined in the
business specification.
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4 Terminology

For the purpose of this assessment, we adopt the following terminology. To classify the severity of our
findings, we determine the likelihood and impact (according to the CVSS risk rating methodology).

« Likelihood represents the likelihood of a finding to be triggered or exploited in practice
« Impact specifies the technical and business-related consequences of a finding

« Severity is derived based on the likelihood and the impact

We categorize the findings into four distinct categories, depending on their severity. These severities are
derived from the likelihood and the impact using the following table, following a standard risk assessment

procedure.

Likelihood Impact
High Medium Low
High CID
Medium GED Low
Low Low Low

As seen in the table above, findings that have both a high likelihood and a high impact are classified as
critical. Intuitively, such findings are likely to be triggered and cause significant disruption. Overall, the
severity correlates with the associated risk. However, every finding's risk should always be closely
checked, regardless of severity.
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5 Open Findings

In this section, we describe any open findings. Findings that have been resolved have been moved to the
Resolved Findings section. The findings are split into these different categories:

- @M Related to vulnerabilities that could be exploited by malicious actors
o CEEED): Architectural shortcomings and design inefficiencies

o (ENTITED: Mismatches between specification and implementation

Below we provide a numerical overview of the identified findings, split up by their severity.

EED-severity Findings E
(C)-Severity Findings 0
(Medium)-Severity Findings 0
(Low)-Severity Findings 4

« Batches Do Not Enforce Denylist(_ =)
« Caveats in Total Delta in submitBatch

« Outdated Version in GatewayWallet's Initialize Function
» Deposit With Permit / Authorization Is Susceptible to Griefing Attacks

5.1 Batches Do Not Enforce Denylist
D (Low) (Version 4) )

The batching module does not enforce denylist checks when processing batched deltas.

CS-CSpend-018

For example, the batching flow applies positive deltas by calling _i ncr easeAvai | abl eBal ance
without checking the denylist for the deposi t or . In contrast, deposit entrypoints in Deposi t s. sol use
not Denyl i st ed to block deposits to denylisted users. As a result, a denylisted address can have its
balance increased via submi t Bat ch( ) , which is inconsistent with the deposit policy.

Acknowledged:

Circle has acknowledged this issue and states that the denylist checks are enforced by the off-chain
components that prepare the batches.

5.2 Caveats in Total Delta in submitBatch

Correctness JETINETTE)] Risk Accepted

The function _pr ocessBat ch() includes an inline comment:

CS-CSpend-019

/1l The deltas nust net to O by the end, otherwise we're creating or destroying noney (bad).
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We emphasize that the function does not guarantee that the sum of all user balances before and after the
batch processing remains the same. This invariant can be broken if the val ue to be debited from an
account is larger than the effective balance of that account, i.e., when the event
I nsuf fici ent Bal ance is emitted:

ui nt 256 anmount ToDeduct ui nt 256( - del ta. val ue) ;
(uint 256 fronmAvail abl e, uint256 fromAthdraw ng)
_reduceBal ance(t okenAddress, delta. depositor, anount ToDeduct);

if ((fronmAvail abl e fromN t hdrawi ng) armount ToDeduct ) {
emt InsufficientBalance(...);

}
For instance, consider the following scenario:
«Balances: A = 10, B =0
e Batch: [ (A, -100), (B, +100)]

The post balances become: A = 0, B = 100. The sum of balances is larger (100) after the processing
than before (10). Therefore, the function does not enforce that the effective total delta is zero. The
function instead fully relies on the bat chSi gner to ensure that no money is created from the batch
processing.

Risk Accepted:

Circle is aware of this issue but has decided to keep the code unchanged to support edge-case
scenarios. The off-chain component preparing the batches is responsible for ensuring the correctness of
deltas in a batch.

5.3 Outdated Version in GatewayWallet's Initialize
Function

[Low] [Version 4] Risk Accepted
CS-CSpend-020

The codebase in adds two new roles in the GatewayWallet that are set in the initialization
function. However, the function Gat ewayWal l et.initialize() uses the version 2 in the modifier
reinitializer(2). This version (2) matches the existing version of the deployed proxy on Ethereum
mainnet, therefore causing the initialize() to revert after the proxy upgrades to the latest
implementation.

Furthermore, the initialize() function sets all roles again, even though the already deployed
GatewayWallet has the existing roles configured. In practice, the owner role can set the new roles by
calling the dedicated admin functions instead of i niti al i ze():

e updat eContract Si gnersAl |l owl i ster ()
e addBat chSi gner ()

Risk Accepted:
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Circle is aware of this behavior but has decided to keep the code unchanged. The function
initialize() is not expected to be called again after the upgrade, and the new roles can be set via
the dedicated admin functions. As a result, the ver si on of the implementation contract remains at 2.

5.4 Deposit With Permit / Authorization Is

Susceptible to Griefing Attacks
D) (Low) (Version 1) (ETIEEED)

The external functions deposi t Wt hPermi t () and deposi t Wt hAut hori zati on() in the contract
Deposits are susceptible to griefing attacks. Attacker front-runs a legit transaction and calls perm t () /
recei veW t hAut hori zati on() function of the target token to consume the nonce. Therefore, the
respective call to Deposits contract may revert due a used nonce.

CS-CSpend-003

Risk accepted:

Circle is aware and accepts the risk. Since the contract cannot distinguish between an already used
permit and an invalid one, it requires the permit to be valid. Allowing the deposit to proceed using existing
allowance would expose users to worse risks such as unauthorized fund movement (i.e. any user who
has approved GatewayWallet for their USDC).
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6 Resolved Findings

Here, we list findings that have been resolved during the course of the engagement. Their categories are
explained in the Open Findings section.

Below we provide a numerical overview of the identified findings, split up by their severity.

EIED-severity Findings 0
(CL:0)-Severity Findings 2

« Possible to Inject Data on Burn Authorizations
« Violation of Non-Custodial Property

(Medium)-Severity Findings 0
(Low)-Severity Findings 6

+ Same Chain Transfers May Be Subject to a Fee

» Unchecked Return Value of Identity Precompile

« Function Implementation Does Not Match Specifications
» Inconsistent Behavior of View Functions in Balances

» Indexed Addresses in DenylisterChanged

« Non-standard EIP-7201 Formula Identifier

Informational Findings 7

* Missing Blacklist Check el N e ELT-Lh
» Unused Import in Balances (Sl SJ{Ea 0

« EIP-1155 Compliant View Functions in Balances Might Revert
« Misleading Field Name Nonce

* Missing Sanity Checks

« Unused Functions

* Validation of TypedMemView References Ll LIRS EN-CL)

6.1 Possible to Inject Data on Burn Authorizations

(Security [ High (CZZERRRY] Code Corrected)
CS-CSpend-001

The function gat ewayBur n() is called to burn deposited funds from the GatewayWallet contract by
providing a signature from burnSigner over the calldata body that embed the
(BurnAut h, signatures, fees).

function _verifyBurnerSi gnature(bytes nenory burnerSi gnature)
internal view {
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byt es nmenory cal | dat aBytes

addr ess recover edSi gner

keccak256( cal | dat aByt es) . t oEt hSi gnedMessageHash( ),
Bur nsSt or age. get () . burnSi gner) {
I nval i dBur nSi gner () ;

i f (recoveredSi gner
revert
}
}

nsg. dat a[ 0x84: nsg. dat a. | engt h

ECDSA. r ecover (

0x80] ;

bur ner Si gnat ure) ;

The signature from bur nSi gner is verified against the nmsg. dat a body. However, the encoding of
calldata could be variable; and a customized calldata encoding can be exploited to inject malicious
payload and bypass the burner signature check. Consider the following attack scenario (also illustrated in

the plot):

1. The user signs a BurnAuth (with expiry in 3 days) and receives a MintAuth (with expiry in 2
minutes) to mint 10k USDC on Base.

2. The user eventually decides to not transfer the funds, hence the MintAuth expires after 2 minutes.

3. Attacker learns user's (BurnAuth, BurnSig), and then attaches them into the metadata of his own

BurnAuth.

4. Now, the attacker follows the typical workflow for his own Gateway transfer (also shown in the plot):
4.1. He signs the BurnAuth to get a MintAuth to mint 10 USDC on Base.

4.2. He consumes the MintAuth

on Base.

4.3. Burn signer signs the calldata to burn attacker's 10 USDC onchain.

4.4. Attacker calls gat ewayBur n() with the calldata signed by bur nSi gner but only changes
the first 3 offsets, which now points to the attacker's (BurnAuth, BurnSig, Fee) in the metadata
of the attacker's Tr ansf er Spec. As a result, the validation of the signature from bur nSi gner
passes, and the user's 10k USDC will be burned on the source chain, even though the

respective MintAuth is not used.

Note in this attack scenario, the attacker can also freely choose any fees when burning the user's funds.
This also enables attackers to consume their burn authorizations with zero fees.

Benign Encoding of Calldata

Malicious Encoding of Calldata

() ) oo ) o) i) = ) &=
s 0 4 N
Attacker Authorizations Attacker Authorizations
Metadata Metadata
Hidden User Hidden User
Sig Sig
[ Signatures ] [ Signatures ]
( Fees ] [ Fees ]
Data Being Signed By Burn Signer J \ Data Being Signed By Burn Signer
o J
( burnerSignature ] [ burnerSignature J

In summary, the attacker can:

» Execute other user's BurnAuth that should not be executed, leading to loss of user funds.

* Execute other user's BurnAuth with maximal fees.

* Execute their own BurnAuth with zero fees.

S
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Code corrected:

The external function gat ewayBurn() has been revised to remove the usage of nsg. dat a that
enabled the attack presented above. The function now takes two inputs, a byt es array which represents
an ABI-encoded calldata, and the burner signature:

function gatewayBurn(bytes call data call dataBytes, bytes calldata signature) external whenNotPaused {

_verifyBurnSi gner Si gnat ure(cal | dat aBytes, signature);

(bytes[] menory intents, bytes[] nmenory signatures, uint256[][] nenory fees)
abi . decode(cal | dataBytes, (bytes[], bytes[], uint256[][]));

}

The code now decodes i nt ent s, user si gnat ures, and f ees from the same cal | dat aByt es that
are signed by the trusted account.

6.2 Violation of Non-Custodial Property
(Correctness JIHigH JWEETIRY] Specification Changed

The contract GatewayWallet is designed to be non-custodial, meaning that privileged roles such as
bur nSi gner or m nt Aut hori zati onSi gner cannot access users' deposited funds. GatewayWallet
requires a BurnAuth signature from the deposi t or or their del egat ee in order to reduce the user's
balance.

CS-CSpend-002

However, this property does not hold for same-chain transfers. In this case, the call path
gat ewayM nt () reduces the user's balance but does not require any signature from the user. As a
result, it allows the privileged role m nt Aut hori zati onSi gner to freely transfer the user's funds to
arbitrary recipients.

Specification changed:

The same-chain transfers have been refactored in to follow the instant-transfer approach
instead of simple transfers. This means same-chain transfers are made in line with cross-chain transfers.
Therefore, the functions M nt. _m nt Or Transfer () and Burns. gat ewayTr ansfer () have been
removed.

6.3 Same Chain Transfers May Be Subject to a
Fee

[Low] [Version 2] Specification Changed

The code did not allow to take a fee from same chain transfers in version 1 of the code in line with the
documented product requirements:

CS-CSpend-013
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Sanme-chain withdrawal s are the sane as cross-chain instant transfers, except the funds are
transferred out of the wallet contract instead of being minted and then burned.

No fee is charged for this, since the Gateway system does not have to cover the gas fee for
t he burn.

This part of the code was refactored as part of the fix of issue Violation of non-custodial property. Since
same chain transfers are now using the same functionality as cross chain transfers, the Gateway system
has to burn these tokens. The statement in the text is no longer correct and the code now allows to take
fees.

Specifications changed:

The inline NatSpec comments of the contract GatewayWallet have been revised to clarify that a fee is
charged also for same-chain transfers:

/1] @otice For sane-chain w thdrawal s,
/1l A fee is deducted fromthe user's balance within the ~GatewayWall et contract

/1]l in addition to the requested anount, since Circle incurs gas costs
[l for the burn operation.

6.4 Unchecked Return Value of Identity
Precompile

(Design (FTOVZIE)] Code Corrected

The function Transf er SpeclLi b. get TypedDat aHash() performs an external call to the identity
precompile to copy data into memory:

CS-CSpend-014

pop(staticcall (gas(), 4, footerStart, footerLen, add(ptr, 128), footerLen))

The code, as suggested by the inline comment, expects that the call to the identity precompile always
succeeds, however the call can fail due to insufficient gas.

Code corrected:

The success flag returned by the identity precompile is now checked:

| et success staticcall (gas(), 4, footerStart, footerLen, add(ptr, 128), footerlLen)
i f iszero(success) {

}

if the success flag is false, the function get TypedDat aHash() reverts with a custom error.
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6.5 Function Implementation Does Not Match
Specifications

[Low] [Version 1) Specification Changed

The NatSpec description for function val i dat eBur nAut hori zat i ons states:

CS-CSpend-004

Al l ows anyone to validate whether a set of burn authorizations would be valid if it
were signed by the specified signer (which nust match “sourceSigner™ in the
Tr ansf er Spec’™) .

However, the implementation of the function lacks important checks that are performed when a BurnAuth
is executed. For instance, val i dat eBur nAut hori zati ons() uses a fee of zero but a non-zero fee
might be charged when BurnAuth is consumed. The function does not check if the TransferSpec has
already been consumed. Moreover, it does not check if the depositor has enough balance and if there is
an actual balance change. Therefore, even if val i dat eBur nAut hori zati ons() returnstrue and a
valid signature from si gner is provided, it does not guarantee that the BurnAuth will execute
successfully on-chain.

Specification changed:
The view function has been removed in of the codebase.

6.6 Inconsistent Behavior of View Functions in
Balances

(D (Cow) (Version 1) CRIEEIEEED)

The majority of view functions in the Balances contract use the modifier t okenSupport ed which reverts
if the input t oken is not supported. However, functions t ot al Bal ance() and avai | abl eBal ance()
do not use this modifier.

CS-CSpend-005

Code corrected:

The check if the input token is supported has been removed from view functions
wi t hdr awi ngBal ance(), wi t hdrawabl eBal ance(), bal anceO'() and bal anceOBat ch(),
which now return O instead of reverting.

6.7 Indexed Addresses in DenylisterChanged
D) (Low) (Version 1) (XL

The Denyl i st er Changed event indexes its arguments, whereas other similar events emitted during
role changes do not.

CS-CSpend-016

Code corrected:
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The events emitted when role changes have been updated to be consistent.

6.8 Non-standard EIP-7201 Formula ldentifier
D) (Low) (Version 1) (XTI

The EIP-7201 specifies the formula identifier er c7201 to be used in the NatSpec tag of the struct type,
however the codebase uses the identifier 7201:

CS-CSpend-006

Code corrected:

The formula identifier has been fixed in the NatSpec tag of the struct types.

6.9 Missing Blacklist Check
(Informationalj [Version 2]

The supported tokens, e.g. USDC, feature an address blacklist. If one deposits into a gateway wallet and
initiates a withdrawal, anytime after the withdrawal delay has passed one can withdraw and specify any
fresh address as the recipient of the tokens.

CS-CSpend-023

This lets one park funds without risk of being blacklisted. Once the holder decides to access them, he
picks a clean address and withdraws, then quickly uses or converts the funds before the Gateway system
can freeze them. There’s still some risk for the malicious token holder if the Gateway system upgrades
the contract, but it's a simple way to park such funds.

This is not limited to this system, but a general pattern possible in systems where one contract holds all
funds centrally and users are able to withdraw later.

However since this system is operated by Circle, if this happens it may be interpreted negatively.

Specification changed:

In (Version 3), delegatees cannot initiate or complete a withdrawal anymore. Furthermore, the function
wi t hdraw() always transfers funds to the nsg. sender which should be the deposit or address.
Therefore, if the deposi tor is blacklisted on USDC, the transfer will revert. This implies that any
integrating 3rd party smart contract must be ableto calli ni ti at eWt hdrawal ()/w t hdraw() itself.

6.10 Unused Import in Balances
(Informational) (Version 2]
CS-CSpend-015

The contract Bal ances does not use the modifier t okenSupport ed in (Version 2), hence the contract
TokenSupport is imported but not used.
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Code corrected:
The unused import has been removed.

6.11 EIP-1155 Compliant View Functions in
Balances Might Revert

[Informational] [Version 1]

The view functions bal anceOf () and bal anceO Bat ch() in the contract Bal ances revert if the data
encoded in the input i d is invalid, i.e., t oken is not supported, or the bal anceType is invalid.

CS-CSpend-017

Code corrected:

The view functions bal anceOf () and bal anceOf Bat ch() do not revert anymore if the token is not
supported or the bal anceType is invalid, but return 0 instead.

6.12 Misleading Field Name Nonce
[Informational] [Version 1]

The struct Tr ansf er Spec declares a field named nonce but different TransferSpec can use the same
nonce and they are considered valid.

CS-CSpend-007

Code corrected:

The field nonce has been renamed to sal t .

6.13 Missing Sanity Checks
[Informational] [Version 1]

1. The function GatewayM nter.initialize() could check that input arrays
supportedTokens_ and t okenM nt Aut horiti es_ have the same length to avoid accidental
misconfigurations.

(Version 2]

2. The function Deposits. depositFor () could check that depositor is not address zero to
prevent accidental deposits on behalf of the zero address in the wallet contract.

CS-CSpend-008

Code corrected:
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The sanity check described in point 1 has been added in function Gat ewayM nter.initialize().
Similarly, the function Deposi t s. deposi t For () now checks that deposi t or is non-zero.

6.14 Unused Functions

[Informational] [Version 1]

The internal functions get Met adat a() and _asTr ansf er Spec() in Tr ansf er SpecLi b are not used
in the current version of the codebase.

CS-CSpend-011

Code corrected:
The unused functions have been removed in (Version 2),

6.15 Validation of TypedMemView References
[Informational] [Version 1]

The function Transfer SpecLib. get Metadata() does not check the return value of
TypedMenVi ew. sl i ce() which potentially can be NULL.

CS-CSpend-012

Specification changed:

The function get Met adat a() has been removed from the codebase.
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7 Informational

We utilize this section to point out informational findings that are less severe than issues. These
informational issues allow us to point out more theoretical findings. Their explanation hopefully improves
the overall understanding of the project's security. Furthermore, we point out findings which are unrelated
to security.

7.1 disallowContractSigner() Can Dissallow

Multiple Times
(Informational] [Version 7] [ j

CS-CSpend-028

This check is introduced in (Version 7);

if (! _wasEverAll ow i stedContractSi gner(contractAddr)) {
revert ContractSi gnerNever Al l ow i sted(contract Addr) ;

}

This denies disallowlisting address that was never allowlisted before. However, it is possible to revoke an
address that is already revoked. While this is useless operation, since the state does not change, event
will still be emitted by the contract.

Acknowledged:
Circle will handle this problem separately.

7.2 Deployment Scripts Do Not Complete
Ownable2Step Transfer

[Informational] [Version 6][ ]

CS-CSpend-027
The deployment scripts script/001_Depl oyGat ewayWal | et . sol and
script/002_Depl oyGat ewayM nt er. sol initialize the proxy through Upgr adeabl ePl acehol der
with the Creat e2Factory as the initial owner, then call

t ransf er Owmner shi p( gat ewayWal | et Owner) (resp. gat ewayM nt er Oaner) as the final multicall
step.

The proxies inherit Ownabl e2St epUpgr adeabl e via Gat eway Conmmon.
t ransf er Owmner shi p( newOaner) only sets _pendi ngOmer and does not change owner . The new
owner must call accept Omer shi p() from its own address to finalize the transfer. The multicall
executes from the Cr eat e2Fact or y address, so it cannot perform this step on behalf of the new owner.

After the deployment script exits, proxy state is:
eowner == Create2Factory
e pendi ngOmer == gat eway\Val | et Onner

The script comment // Second call: Transfer ownership to final owner (001:103,
002: 102) does not reflect this, and the README does not mention the required follow-up call.
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If the off-script accept Oaner shi p() call is omitted, the proxy is administratively stuck:

» Upgrades are blocked (_aut hori zeUpgr ade is onl yOaner).

* Role-management functions are blocked (updat ePauser, updat eDenyl i st er,
updat eCont ract Si gnersAl | ow i ster, updat eCont ract Si gnersbDi sal l owl i ster,
addCont r act Si gnat ur eSi gner, addBat chSi gner, addBur nSi gner ,

updat eFeeReci pi ent, addSuppor t edToken, updat eM nt Aut hori ty, etc.).

et ransf er Omer shi p cannot be re-issued to fix a misconfigured pending owner (it requires the
current owner, which is the factory).

The Create2Factory has no function that can issue arbitrary calls into an already-deployed contract
(depl oy / depl oyAndMul ti Cal | operate only on contracts being deployed in the same transaction),
so the only path out of this state is the new owner calling accept Oaner shi p() from outside the script.

script/ 003 _Depl oyedContract Val i dati on. s. sol checks
owner () == GATEWAYWALLET OWNER _ADDRESS, so the omission is detectable, but only if the
validation step is executed against post-acceptance state.

Recommendation:

» Document the required follow-up accept Oaner shi p() step in the script comments and README,
or

«Have the deployment script broadcast an additional accept Oamnership() from the
gat ewayWal | et Owner / gat ewayM nt er Onner account before exiting, or

» Have the placeholder expose an internal one-step handover used only during initialization.

Acknowledged:

Circle acknowledges this issue and states that ownership acceptance is intentionally handled as a
separate operational step from the deployment script. The requirement for the pending owner to call
accept Oaner shi p() is captured in the deployment sheet.

7.3 Non-abstract Non-Standalone Contracts
(Informational] [Version 6][ ]

CS-CSpend-024

Many contracts such as Cont r act Si gner sAl | owl i st, Bur ns, etc., are intended only to be inherited,
but never directly deployed. Since these contracts are also not declared to be abstract, it is still
practically possible to deploy them - yet they have no declared constructors or initializers. Given they
adhere to the UUPSUpgr adeabl e proxy pattern, they must also implement a constructor which calls
_disablelnitializers.

Acknowledged:

Circle acknowledges this issue and notes that the only newly added contract in this audit,
Contract Si gnat ureSi gners, is already declared abstract. The remaining non-abstract
non-standalone contracts pre-date this change.
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7.4 Scattered Initializers and Module-Level

Inheritance of Common Contracts
[Informational] [Version 6][ ]

CS-CSpend-025
There are two intertwined issues regarding the use of inheritance and initializers.

Firstly, quite a few library contracts are unnecessarily inherited multiple times. For example, the
Gat ewayWal | et contract inherits from Gat eway Conmon, Cont r act Si gner sAl | ow i st and Bur ns.
However, the Bur ns contract in turn inherits from Gat ewayConmon, Cont r act Si gner sAl | ow i st
again. Due to the misleading nature of such diamond-inheritance patterns, it is good practice to avoid
them when possible. In this case, however, no issues directly arise from these multiply-inherited
contracts, but only because the initializers do not adhere to the OpenZeppelin standards.

The standard convention is to define two distinct initializers for library / abstract contracts, namely:
e XYZ_init_unchai ned: Initializes only the XYZ contract itself, but none of its dependencies.

e XYZ_ini t: Initializes all inherited parent contracts in linearized order, as well as the XYZ contract
itself.

Because of the redundant multiple inheritance, it would be incorrect for both the Bur ns contract and the
Gat ewayWal | et to initialize all of their dependencies, since one would overwrite the other. However,
this is exactly where the unchai ned variants are supposed to be used - the Gat ewayWal | et could
instead call _ Burns_init_unchai ned and then initialize the further dependencies directly.
Alternatively, the redundantly inherited contracts could be removed from the Gat ewayWal | et and
instead initialized in the Bur ns contract itself.

Acknowledged:

Circle acknowledges this issue.

7.5 Upgrade Path Assumes Initialize() Is Not

Re-Invoked
(Informational) (Version 6)( )

CS-CSpend-026

adds contractSignersDisallowister and contractSignatureSigner
GatewayWal let.initialize(), but the modifier remains reinitializer(2), matching the
version already stored in the deployed proxy. Calling i ni ti al i ze() on an upgraded proxy reverts.

script/ 004_UpgradeGat eway\Val | et . sol therefore upgrades via
upgr adeToAndCal | (newd npl, hex"") and sets the new roles through dedicated admin calls
(updat eCont ract Si gnersAl |l ow i ster, updat eContract Si gnersbDi sal |l oW i ster,

addCont r act Si gnat ur eSi gner , addBat chSi gner).

For to be correctly configured on existing proxies, we assume the owner executes needed
admin calls as part of the upgrade and thati ni ti al i ze() is not re-invoked.

Same situation as Outdated version in GatewayWallet's initialize function, recorded here for the
roles.

Acknowledged:
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Circle is aware of this behavior but has decided to keep the code unchanged. The function
initialize() is not expected to be called again after the upgrade, and the new roles can be set via
the dedicated admin functions.

7.6 No Check That Allowlisted Address Is a

Contract
[Informational] [Version 4] [ ]

CS-CSpend-021

The function al | ow i st Cont r act Si gner () does not perform a sanity check to verify that the input
argument contract Addr is a smart contract. If an EOA is accidentally allowlisted, the signature
validation for that address does not work as expected as subsequent signature validation will follow the
EIP-1271 path and fail.

7.7 No User Events Emitted During Batch

Processing
[Informational] [Version 4] [ ]

CS-CSpend-022

The function submi t Bat ch() changes balances of users in the GatewayWallet. However, no relevant
events are emitted. The function only emits the event Bat chProcessed, which does not include
information about the individual balance changes.

7.8 Non-canonical Conversion of Bytes to

Address
[Informational] [Version 1] [ ]

CS-CSpend-009

The function Addr essLi b. _byt es32ToAddr ess() implements the following statement to perform the
type conversion:

function _bytes32ToAddress(bytes32 buf) internal pure returns (address) {
return address(uint160(uint256(buf)));

}

Note that due to downcasting, higher bits of buf will be omitted. Thus, it is possible to have different input
values buf that map to the same address.

Acknowledged:

Circle has acknowledged this behaviour.
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7.9 Possible Gas Optimizations
(Informational] [Version 1]( ]

CS-CSpend-010
We provide a non-exhaustive list of optimizations to make the codebase more efficient in terms of gas:

1. The mappings denyl i st Mappi ng, support edTokens and usedHashes use a type bool for
the value. Solidity uses a word (256 bits) for each stored value and performs some additional
operations when operating on bool values (due to masking). Therefore, using ui nt instead of
bool is slightly more efficient.

2. The function gatewayM nt() calls redundantly getTransferSpec() in function
_val i dat eM nt Aut hori zat i on() and when passing the inputto _m nt Or Tr ansfer ().

3. The argument i ds in function bal anceOf Bat ch() can be stored in calldata instead of memory.

4. The function _noveBal anceToW t hdraw ng() performs redundant SLOADs when returning
values.

(Version 2)

5. The constant variable _ CACHED DOVAI N_SEPARATOR does not get evaluated at compile time and
included in the bytecode. Instead it points to a constant function that gets executed at runtime.

6. The function Tr ansf er SpeclLi b. get TypedDat aHash() uses the identity precompile to copy
data into memory, however using the MCOPY opcode is more efficient.

Code partially corrected:
The optimizations described in points 2, 3, and 4 have been implemented in (Version 2),

I:$: Circle - Circle Gateway - ChainSecurity - © Decentralized Security AG 30


https://chainsecurity.com

8 Notes

We leverage this section to highlight further findings that are not necessarily issues. The mentioned
topics serve to clarify or support the report, but do not require an immediate modification inside the
project. Instead, they should raise awareness in order to improve the overall understanding.

8.1 Denylist on GatewayWallet and

GatewayMinter

Both contracts GatewayWallet and GatewayMinter keep a separate list of denylisted accounts that is
independent of the denylist at the token level. The GatewayWallet prevents denylisted accounts from
depositing tokens into the contract, updating delegations, or bridging (including same-chain transfers)
tokens. However, denylisted users can still withdraw their tokens from the wallet contract.

8.2 Expanded Validity Window for Attestations

The validity of an Attestation is based on the bl ock. nunber of the destination chain. As a result, if block
production on the destination chain slows down immediately after the Attestation is issued, the effective
validity window of the Attestation becomes longer. In some cases, this window may even exceed that of
the Burnintent, especially if the destination chain experiences unexpectedly slow block production.

In general, bl ock. nunber is not reliable for short time intervals (e.g., minutes) due to the possibility of
missing or delayed blocks.

8.3 Expected Backend Checks

Generally, we assume all checks performed on-chain on the gat ewayBur n() call-path are validated
first by the backend to ensure a Burnintent always executes successfully on-chain.

Additionally, we assume the following checks are performed by the backend before an Attestation is
issued:

« The field "hook data length" in TransferSpec stores the correct length of the hook data.

* The length of the hook data in TransferSpec is restricted to ensure the execution of Burnintent does
not consume large amounts of gas, potentially making transactions revert on-chain due to gas
limitations.

* The earliest expiry of a Burnintent is no shorter than the withdrawal delay period.

» The user-provided signature for a Burnintent is valid and the signer is authorized on-chain as
delegatee of the depositor.

* The value specified in Burnintent (sum of values in a BurnintentSet) is less or equal to the available
balance of the depositor.

* The field "max fee" is valid.

* The source token on the source domain matches the destination token on the destination domain.
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* The source tokens for the same source domain in a BurnintentSet should be the same, otherwise
gat ewayBur n() does not execute successfully.

» The actual fee charged for a Burnintent is not extremely large even if the user specifies a large max
fee (2**256-1), otherwise gatewayBurn() reverts due to overflows.

» The TransferSpec in an Attestation matches the respective TransferSpec in a Burnintent.

The codebase assumes new checks are performed by the backend:

* A Burnintent signature is verified following the ERC-1271 standard if the source signer has ever
been authorized.

* The backend performs all necessary checks to ensure Batches are constructed correctly before
submitting them on-chain via subni t Bat ch() . The backend must ensure user signatures are valid,
implements replay protection, binds signatures to the correct domain, and computes the delta value
for each account correctly.

» For batching, the backend should enforce batch dependency ordering: if a later batch relies on
balance changes from an earlier batch, it must not be signed and sent until the earlier batch is
finalized on-chain. Otherwise, if the subni t Bat ch calls were to be reordered or front-run, the delta
invariant could be broken.

» The backend implements mechanisms to protect against DoS and gas griefing attacks (restrict
attackers from submitting a large number of transactions that transfer dust amounts).

8.4 Gas Cost Depend on Memory Expansion in
gatewayBurn

The function gat ewayBur n() takes as input an array of burn intents, potentially from different users,
each of which may include a set of Burnintent entries signed by a single user. Although only a subset of
all intents might be relevant for the local chain, all of them are copied into memory. We would like to
highlight that the cost of memory expansion grows quadratically on the EVM; therefore, larger sets of
Burnintent consume more gas.

The off-chain service (attestation signers and Burnintent signers) should take into account the gas cost of
executing a Burnintent on-chain. Large sets of Burnintent may potentially be non-executable on-chain
due to gas limits.

8.5 Gas Griefing Risk for Batch Transfers

When using batching, the backend submits the transaction on-chain and pays the gas. This creates a
potential griefing vector. an attacker can request a large number of small transfers (e.g., many
micropayments) to many addresses, forcing the backend to process a batch with many deltas/causing
excessive gas costs. The system relies on the backend to protect against such griefing attacks.

8.6 Implications of Chain Re-Organizations for
Burn Intents
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The protocol design requires users to trust the off-chain service (the attestation signer and the burn
signer) to perform token burns only after a valid Attestation has been executed on the destination chain.
The off-chain service is expected to ensure that this assumption holds also in the presence of chain
re-orgs.

If a re-org occurs on the destination chain, a previously valid Attestation may become invalid—particularly
if its validity window is short. In such cases, the corresponding Burnintent must not be executed on the
source chain, as the burn condition is no longer satisfied.

Re-orgs on the source chain can similarly affect Burnintent execution. To mitigate this risk, the
wi t hdr awal Del ay parameter—configured by the owner—must be long enough to accommodate
potential re-orgs on both chains involved in a TransferSpec.

8.7 Signatures From Revoked Delegatees Are
Accepted by GatewayWallet

(D (Version 1)

The call-path for gat ewayBur n checks if a Burnintent is signed by an address that is authorized by the
depositor. The check is implemented in the internal function _wasEver Aut hori zedFor Bal ance()
which accepts signatures also from a revoked delegatee:

function _wasEver Aut hori zedForBal ance(...) ... returns (bool)

{

i f (addr depositor) return true;

Aut hori zati onSt at us stat us Del egati onSt orage. get ().
aut hori zedDel egat es[ t oken]| [ depositor] [ addr];
return status Aut hori zati onSt at us. Unaut hori zed;

}

Users should trust the off-chain service (attestation signers) to monitor the state on chain and reject
signatures from a revoked delegatee.

8.8 Total Supply of Tokens Onchain Temporarily
Increases During Gateway Transfers

This crosschain primitive is designed to first mint the transferred tokens on the destination domain and
then burn them later on the source chain. As a side effect, instant-transfers temporarily increase the total
supply of the underlying token across all chains, until all pending burn intents are processed.

The total supply of the underlying tokens increases also for same-chain transfers as they work similar to

cross-chain transfers since (Version 2),

Circle business comment:
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Circle is aware of this behavior, and ensures that reserve integrity is maintained throughout the Gateway
transfer process.
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